Laptop Policy

1.0 Purpose


Laptop computers provide important functionality, allowing employees to have their computing resource at hand in meetings/workplace, and those who travel on business to be maximally functional and productive while away. 

2.0 Scope


These procedures apply to all employees who use Company owned laptop. These individuals are hereinafter referred to as "owners." Each owner of a Company-owned laptop is responsible for the security of that laptop, regardless of whether the laptop is used in the office, at one's place of residence, or in any other location such as a hotel, conference room, while travelling. 

3.0 Procedures

3.1 Registering a Laptop

Every laptop must have a owner.  Each department that has a laptop(s) must have a sign out sheet indicating that has the laptop, the make, model and Serial number.  This information should be sent to HR department each time there is a change of the owner.  
3.2 Using a Laptop
Every owner of the Laptop must use the Laptop only for official purposes in the course of their rightful discharge of their duties and not be used for generating, transmitting, corresponding anything that is unlawful or abusive.  This may lead to the owner being subject to disciplinary action this may lead to suspension from work or any other appropriate action as per the Company policy and governing Laws.    
3.3 Laptops in Office


Laptops must be secured in a locked drawer when not in use, i.e. when you are not taking your laptop home or will be out of the office for a while.  When in office lock the Laptop working screen so that no other person can use it for any purpose.

3.4 Laptops Out of Office


When a owner takes the laptop out of his/her office, he/she is expected to keep the laptop in hand or sight, or in a secure and locked location, at all times. It is the total responsibility of the owner to handle the Laptop.
During the period, when the owner carries the Laptop with them the same should not be misused for the purpose of transferring the data on to other storage devices. If any owner were found malpractice, he/she would be liable for disciplinary action from the organization.
No external devices to be used to copy data from the Laptop to transmit / transfer to other agencies while on work at their site unless it is absolute necessary Ex. use of DVDs, Pen Drives, Network Drives at other location and CDs.


3.5 Reporting a Theft


If a Company-owned laptop is stolen, its owner is expected to immediately file a theft report with  all details as to the time, date, location and any other details that you feel is important with HR/Admin Department.  If traveling, the owner must also report the theft to the local law enforcement agency. In case of negligence the management has every right to deduct it from the Employee’s Salary.

3.6 Keeping the Laptop Secure

The owner of a company-owned laptop must have it checked by the System Administrator every three months (January, April, June and December) so that the latest patches, security holes, upgrade and other software remain current.

3.7 Ending Employment at the Company

A owner must return the laptop to the Company before their ending date of employment. HR will provide a list of laptops and owners to Admin.  At the meeting with Human Resources and Admin the laptop, keys, and other items will be collected.  Failure to turn in the laptop may result in withholding payments such as Full &Final settlement until the laptop is returned.  

3.8 Installation of unauthorized Software/Accessories
The owner shall not install any unauthorized accessories/software like messengers, chatting software or any malicious software, which may cause problems to the functioning of the Laptop and strictly adhere to Company’s software use age policy. 
If there is damage on account of this the owner will be liable to pay the damages at cost to the Company/will be deducted from his monthly salary.
Any owner violating this would be penalized as per the company policy

3.9 Eligibility  





· Department Heads

· Front ending sales team for certain grades

· Consultants going on Client Assignments
· Any other person/s with the specific permission of the Directors
4.0 Returning the Laptop

Owner shall return the Laptop to the company in the following situations:
a) Leaving the company
b) Requested to return the Laptop without assigning any reason by the Management.
4.1 Declaration
Each owner of the Laptop shall sign a standard declaration to the above policy as to the acceptance of the policy.
DECLARATION
To,

(NAME)                        
(DESIGNATION)
(COMPANY)

(PLACE)

Dear Sir,

Sub: Lap Top Policy- Reg

This is to inform you that I have gone thro’ the Lap Top Policy of our Company and have fully understood the same.

I declare that I will adhere to the Company’s Lap Top Policy in the manner as stated in the Policy.

Thanking you,

Name:

Designation:

Department:
(SIGNATURE) 

Dt:  
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